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Executive summary

Background
This report describethe findings from a two round public dialogue processlving 62 members of the
public inColchester, Glasgow and London. The ainhefdublic dialoguevas:

To explore public views on access to and the use of data from private sector organisations for research
purposes in the context of three Data Research Centres funded by the ESRCoT tieeaaris to enable
access to private sector data for innovative social research with impact.

The Economic and Social Research Council (E&RM)ssioned the public dialogue idta Non
Departmental Public Bogystablished in 1965, largely funded through the Department of Business
Innovation and Skills (BI®)is one of the seven Research Councils in the UKsdhed UK's largest
organisation for funding research on economic and social issues.

In Febuary 2014, the Economic and Social ResearchCouncil (ESB) commissioned three Data Resarch
Centesaspart of Phasell of the ESRC Bigata Network. Theseare national centresof expertise that will
offer data, training and other resourcesfor researchersto hamessthe value of big datafrom private
sedor andlocalgovernment in safeand ergaging waysto inspire innovative researchwhichwill inform
local government policiesand businessa actices andwill ultimately benefit society and the economy.

More specificaly, the objectives of the centresare to:

Provide services to enable safe research access to private sector and/or local government data
Collaborate with data owners and encourage patrticipation

Act as centres of expertise for particular data types

Conduct and stimulate an original programme of research

Undertake training and capacity buildirgnd

Engage with the public to increase understanding of the benefits and safeguards and to ensure, in
return, that their views inform the work of the centres.

= =4 =4 4 A

TheESR@undedUKData Sevice will be supporting all three Gentresin their work to acauire and curate
private sector datafor sodal research. The three Centres are:

1 TheUrban Big Data Centrat the University of Glasgow
Which has been established to meet the needs of a wide range of users who wish to conduct research on
urban issues using big data.

1 TheESRC Business and Local Government Data Research @ehiedJniversity of Essex
Works in advanced analytics to help companies, local authorities and academics use data more effectively.

1 TheConsumer D Research Centrat the University of Leeds and at University College London
An academic led, mulinstitution laboratory which discovers, mines, analyses and synthesises conrsumer
related datasets from around the UK.

Hopkins Van MilCreating Connections L(EHVM) led on the design, facilitation and reportioighe
dialogue process. HVM is about engagement to gain insight. As expert dialogue facilitators the team creates
safe, neutral and productive spegin whichtd OOS & & LIS anlibfe Softént tigaknGaibess to them.

The views described and analysed in the report are drawn exclusively from the public dialogue and the
presentations given during the two sessions.

L Project ITT
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1. Views on data collection by the private sector

The majority 6 participants in the dialogudemonstrated an awareness that their activities as consumers
generate a wealth of data about them which is then at the disposal of private sector companieseltie
the internet, online shopping, loyalty, bank, and travel cards featured a lputicipantdiscussions on the
data generated for use by private sector companies on a daily basis.

Althoughmanyparticipants were taken by surprise at the extentlagize of data collection by the private
sector, there was a general awarenessthe dialogue progressed how valuakt these dataare for

private sector companies, particularly for marketing purposes. There was also an awareness of how such
data enablecompanies ¢ fulfil their organisational objective$he majorityof participantssaid theydid

not object to their data being used by private sector compargesgnising that this might enable

companies to run their organisations more efficiently anceetiively which would benefit their customers

A minority of @rticipants voiced their conceran the possibleimpact of data use, particularbjata
identifying the individualon their privacy. Many acknowledged the potential risks to privacy and data
seaurity but not all of thosevho expresse@¢oncern saw themselves as having the power or the desire to
do something about itA very small minority gbarticipants were very clear about the steps they took to
avoidtheir records being recorded on systerik®wever, h generathere was an acceptandbat it is very
hard to keep all data private and the majority of participants accepted that data collecticorbgnercial
organisationdias become an integral part of our society.

At an early stage in the firsbund of the dialogue participants were asked to considearae of data

related information cardssge Technical Appendix p-5B). From this discussion the idea of data linkage

was patrticularly picked up as an area of interest along with the Data Piartestt (DPAMhen presented

with information on how various data can be shared and linked among private sector providers and others,
participants acknowledged the increased riglpersonal identification and, in a minority of cases, felt that
such data capture was frequently unwarrant&h the other hand,mhked data that did not contain
informationwhich could identify the individuatas seen as less sensitive and thsgolection wasmore
acceptable to participant$articipants wereparticularlyintrigued bythe principles within thedPAthat

included keeping data secure and safe and using data in a way that is adequate, relevant and notexcessiv

2. The use of privateextor data for research

In response to presentations llrectorsandsenior academicom the Data Centresn how they use

private sector data for specific projects, participants expressed very positive attitudes to the use of private
sector data for sdel research purposes. Participants were very appreciative, for example, of the impact of
social research using private sector dataimproving local, regional and national policies and delivering
more effective services whidbenefit local communities.

There was a perceived risk among participants that these benefits might not be realised if the data was left
solely in the hands afommercial organisations and regulated sectather than being shared wittor
example, social scientists and the DatantDes.

The opportunity to engage participants with some of the academic research agendas of the three ESRC
funded Data Research Centres increagadicipantappreciation of the value of this data for academic
research public policy andervices includingealth and social care, education and transport. In this
context the majority of participants found it acceptable thiadividual level anonymisediata are being

shared and linkedSome patrticipants felt that the use of personal data for social resasijcistifiable
particularly if it benefits certain groupMost participantdurther, found acceptable the analysis of data

that does not include personal details but focusses on trends and patterns

Some participants raised the issue of ethics and the importance of having safeguards in place to ensure that
linking private sector data for social researsid other purposes is legal and ethical. The expertise and
professional reputation of those undekang social researcbnabled by the Data Centregms seen as

reassuring.

Facilitating engagement to gain insight [2]
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3. Qualities of an acceptable data infrastructure

In the second round dhe publicdialogue senior academif®m the Data Research Centres presented the

data infrastructures and various safeguards to keep data and access secure. The issues and questions raised
by participantsin reaction to this information provide a useful insight into the main attributes of a data
infrastructure that is acceptable (or not) to the public. Overall participants were appreciative of the
infrastructures in place at the Data Centres.

There are three main points to raise here:

1. It is important to those who took part in the dialogue tlaadata infrastructure funded by public funds
and relying on private sector data operates independently of government biasesf dingl interests of
commercial organisations

2. Participants were reassured by a data infrastructure that has in placegstaieguards to protect
privacy, including clear vetting procedures for researchers and penalties for data breldoleszer, they
recognised this needs to be balanced with the need to progress social research projects.

3. Participants also indicated thahpartiality and expertise should lie at the heart of decision making about
data acquisitions and research approvals.

4. Public views on key themes: Data Acquisition, storage, access and ownership

Once participants had familiarised themselves with thekwairthe Data Centres and the potential benefits

2F dzZaAAy3d LINRQGIFGS aSOG2NJ RIGEFSE GKS& gSNB LINBaSyidSR
to acquire, store and allow access to data. They reflected on four key themes: data acquisitimge s

I 00S&aaz YR RFE(GlFI 2¢gySNEKALI® h@SNI > LI NIHGAOALIYGa
to acquire, store and allow access to data.

Data acquisition

There was consensus that the Data Research Centres shouldfiagtive procedues foracquiring data

that are accurate, relevant and of sufficient qualitye dialogue findings did not revemidespread

support for paymenfor data sets particularly if participants thought that the companies allowing access to
data might make a mfit from the process. A large minority of participaetgpressed the viewhat

companies have a moral duty to give data free of charge particularly if theyguéated companies, such

as those in the energy and transport sect@sd ifthe research i®f public benefit.

Data storageand preservation

Participants had very low awarenessdatta storagepractices. Most had difficulty accepting that digital

storage is as safe as, or even safer than physical storage. Discussions indicated that there is a need for clear
information about data storage processes at the Data Centres. In order to trust thesgrdbe public need

to know:

1 More about how data are stored and destroyed

1 What data are being stored, for what purpose and for how long

1 What security measures are in place.

The public also need to beassured that the data storage systems at the DRésearch Centres will
enable future generations to access the data.

Data access

Participants were broadly acceptant of the different safeguardsatia accesgepending on the sensitivity

of the data.For most their front of mind response to data accpsaciplesat the beginning of the
dialogueswas linked to security concerns such as fraudulent use of data and identity theft. As a
consequenceome participants were more in favour of secure physical settings for access to data rather
than remote accesthrough a virtual machine.

What concerned participants most about data access is what happens when controlled data are linked.
Many of the concerns were alleviated as they familiarised themséwesighout the dialoguevith the
access processes that are currently in placd being planned ahe Data Centres. Similarly, participants
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were willing to make a tradeff between concerns about not having the opportunity to consent to the use
of private sector data for socieésearch purposes and the benefits of social research for society. This
demonstrated that trust can be built with improved communication about the data access procedures, in
particular in relation tanore sensitive personal and individual ledata sets.

Data ownership

Like data storagajata ownershipvas a complicated concept for most participataggrasp Although

some understood clearly that data ownership transfers when data is shared with private sector companies,
many believed that private indivichls own their own data. An important concern for most participants was
GKFG GKS Lzt AO R2SayQi 1y26 6K2 Aa K2f RAy3a RIFGE
what data are owned and/or used by the Data Centres.

5. Views on publiengagement and communication

The dialogu®nthe use and rause of private sector data for social research demonstrated that the public

is generally unaware of the concept of big datadwhat social research.i3he Data Centres were formed
inN2014asd S¢ AYAUALFIGAGS 6AGKAY GKS 9{w/ Qad Ay@SadySyi
what the Data Centres are and what their future role in societ¥l®re was a sense that raising awareness

of data collection processes in general is verydngmt as many people do not realise they share data

many times a day. Raising awareness of the work of the Data Centres is equally important to ensure people
understand andicknowledge the value dlfiis data for the social sciences and society

Recommedations for improved engagement with the public include:

Emphasise how individuals benefit from the use of private sector data for social research
Improve communication about Data Centre procesmad safeguards

Share research objectives and outcomes

Instigate twoway communication when using persolyatentifiabledata

Use a wide range of channels to deliver the message

Use plain, jargotfiree English.

E R

In addition participants were keen to seducation programmes fochildren andheir parentson big data
and the work of the Data Centres. Whilst it is understood that this is not in the remit of the Data Centres it
is important to include it in the recommendations for broader engagement with the public on these issues.

Conclusion

The dialogualemonstrated that there is wide public support for the use andise of private sector data
for social researchlhe public trust theData Centresnore than thecommercial and regulated sectoasd
as suchthey expect that theéData Centreso have very gict processes in place to check the quality and
accuracy of data acquired frosuchcompanies.

Access to information about the Data Centre processethe dialogue unfoldedlleviated a lot of the
concerns people had initially around security and prwa#n increased appreciation of the benefits of
social researckor everyone in societyneant that a tradeoff took place between concerns and perceived
risks of the use of private sector data in favour of research that leads to improvements in policy and
services.

As a consequendmproved communication about the processes by whichDiaga Centrescquire, store,
own and access private sector data is vitally important to establish greater credibility with the public.
practical recommendation resultafrom the findingds that theData Centreglevelop a clear
communications and public engagemdramework, which might include specific case studies,
demonstrate how the use of private sector data in social research can lead to policy or service
improvements.

In designing, facilitating and reporting on the dialogue HVM has found that the public find the issue of the
use and reuse of private sectodata for social research complex, but not impenetrable. A clear
communications and public engagemédramework for communication with the public would be extremely
valuable in addressing concerns. Participants, once introduced to the concept demonsticiest interest
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in the subject of data use and-tese and as a result wished to find out more about how it contributes to
public benefit. Acommunications and public engagemédramework wouldenable the Data Centres to
nurture this interest and providelear and accessible information on Centre data management processes.
It could include:
i Clarity that by default data would be used where no disclosure risk was posed and that, where
avoidable, personal data would not be used, in isolation or via linkaitpeotvier data
1 The safeguarding steps taken when the research necessitates the use of personal or sensitive personal
data;
i Information on data ownership, an area which raised many questions for participants
1 Confirmation inCentre communication that when data are fully anonymisede-identified, they ae
not (necessarily) personal

The dialogue findings clearly demonstrate that the more information people are given about Data Centre
processes and the benefits of using pt& sector data for social research, the more likely it is that the
public will support and be very much interested in their work.

Hopkins Van Mil: Creating Connections Ltd
October2015
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Introduction to the dialogue process

1. Dialogue aim and objectives
The public dialoguenthe use and rause of private sector datr researchhadthe followingaim:

To &plore public views on access to and the use of data from private sector organisations for research
purposes in the context of three Data Researattr€s funded by the ESRC. The aim of these is to enable
access to private sector data for innovative social research with impact

The Economic and Social Research Council (E&RM@)ssioned the public dialogue altNor
Departmental Public Body, established in 1965, largely funded through the Department o
Business Innovation and Skills (BltS3 one of the seven Research Councils in the UKsand
the UK's largest organisatidor funding research on economic and social issues.

ESRC has a total annual budge£2®0 million. At any one timi¢ supporisover 4,000
researchers and postgraduate studendl. fundingdecisions ardased around 3 core principles:
1 Qualityc the research and peoplie funds are excellent

1 Impactc that research should have an impact on society

i1 Independence; although funded by governmeiittis independent of it

9 { wwatk&pans researgliraining andnfrastructure This is delived in partnership eross disciplines;
with the public, private andoluntarysectorsto ensure research has an impact; with other countass
many challengeare global and need global cooperation; and vitally, with the public to ensure
understanding ofvhat we are doing and why and to test out how and why we should develogw
areas.

In Febuary 2014 the ESR commissioned three Data Resarch Centesaspart of Phasell of the ESRC Big
Data Network. Theseare national centresof expertise that will offer data, training and other resources

for researchersto hamessthe value of big datafrom private secor andlocalgovernment in safeand
engaging waysto inspire innovative researchwhichwill inform local government policiesand busines®a Q
practices andwill ultimately benefit society and the economy.

More specificaly, the objectives of the centresare to:

Provide services to enable safe research access to private sector and/or local government data
Collaborate with data owners and encourage participation

Act as centres of expertise for particular data types

Conduct and stimulate an original programme of research

Undertake training and capacity buildirend

Engage with the public to increasaderstanding of the benefits and safeguards and to ensure, in
return, that their views inform the work of the centres.

= =4 =4 4 -4

TheESR@undedUKData Sevicewill be supporting all three Gentresin their work to acauire and curate
private sector datafor sodal research. The three Centres are:

i TheUrban Big Data Centrat the University of Glasgow Urban
Which has been established to meet the needs of a wide range of users who wish to co ) Big
research on urban issues using big détaims to provide an integrated data service by . Data
collecting and providing access to diverse types of big data covering a wide range of thekk Centre
or topics.

% Project ITT
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1 TheESRC Business and Local Government®egaarch Centret
the University of Essex C

Works in advanced analytics to help companies, local authorities an -+

academics use data more effectively. The Centre provides unique di.2. ®

services and a worldlass facility that brings together the expertiseashdemic researchers, social

scientists, data scientists and statisticians across universities in the East of England to enable better

decision making and help organisations solve real issues.

» ESRC Business and Local Government
® Data Research Centre

1 TheConsumer Data Resear€entre at the University of Leeds and at University Colle ’ ggpsuma

London Research
An academic led, mulnstitution laboratory which discovers, mines, analyses and Centre
synthesises consumeelated datasets from around the UK.

Hopkins Van MilCreating Connections L(E#VM)led on the designfacilitationand
reporting onthe dialogue process. HVIgl about engagement to gain insight. As expert

Con
(\(\g’ "ec

&
dialoguefacilitatorsthe teamcreates safe, neutral and productive spaces in @fhto 5? e
I O0Saa LIS anlibe Softantthgt in&ttéra to them HVM bridges the gap e .

between policyand decisiormaking and the views of communities and members of th"
public for whom policies and decisions are mad¥M and associates work flexibly andl@arust using
best practice guidance includitige Sciencewis€inciples.

The following objectives informed the design of the two round dialogue process:

I To understand in more deptbublicviews on specific areas of developing infrastructures to access
private sector data for research purposes

1 To identify areas of public conceragarding confidentiality and privacy impact

i To start creating a language around private sector data and access to and use of these for research
purposes that is meaningful and accessible to the public

i To test public understanding of:
o Data ownership

Dataacquisition

Data access

Using/ reusing private sector data

Data storage & presentation

Public engagement & communications

O O 0O oo

2. Public dialogue collaborators

Although responsibility for the delivery and content of the dialogue remained witfe®e@nd HVM,

input was gratetilly received by the following people, some of whom were members oftkering

Committee (SC):

1 Trazar AstleyReid,Communications and Public Engagement Manablee Administrative Dat&ervice
(SC)

1 Nick Bailey, Professor of Urban Studiesl Associate Director of the ESRC Urban Big Data Centre,

University of Glasgow

Natalie BannerPolicy Manager and EAGDA Secretaklétllcome Trus{SC)

Mark Birkin Professor of Spatial Analysis and Policy and Director di§RConsumer Data Research

Centre University of Leeds

Simon Briscoe, Vice chaiSRC Data Infrastructure Strategic Advisory Comn{i€eChaij

Sarah CurrierProject Manage=SRUrban Big Data Centre, University of Glasgow

Joseph Ellgr, Policy OfficerESRC

Genevieve GroonkrincipalResearcherOffice for National Statisti¢SC)

Mary Hickmanlindependent researchonsultant(SC)

= =4

=4 =4 -8 -8 1

3 hitp:/Avww.sciencewiseerc.org.uk/cms/assets/Uploads/Publications/GuidiRgnciplesSciencewigeR @ uidingPrinciplespdf
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1 Tom HowardProject Managef=SRC Business and Local Government Data Research Centre, University
of Essex

1 Paul LongleyProfessonf Geographyand Directorof the ESRConsumeDataResearch Centre
UniversityollegeLondon(SC)

1 Paul MellerHead ofbata andResourcesEconomic and Social Research Co8€i)

1 Victoria MoodyMimas ®&nior Manager andirector ofImpact andCommunications UKData Service

(SC)

Amy O'Neill Progct ManagerESRConsumeDataResearch Centre, University of Leeds

Vania SengProfessor of Businegsonomics and Entrepreneurship abitector of the ESRC Business

and Local Government Data Resea@#ntre,University of Essex

Sarah SheppardProject Managei:SRConsumeDataResearch CentréJniversity College London

Maria SigalaSenior Policy Managegconomic and Social Research Coy8€l)

Martin SquiresHead of Customer InsighBoots(SC)

Daniel StartDialogue Engagement Special&tjencewis&aRESC)

VonuThakuriah Halcrow Chair of Transport, Professor of Urban StuaieDirectorof the ESRC

Urban Big Data Centre, University@asgow

Jo Webb, Project Manager, Administrative Data Service, University of Essex

= =4

= =4 -4 -8 -9

=

3. Summary methodology

+aQd YSOK2R2ft23@& FT2NJ 0KS RAIFf23dz28 6+ a RSaA3aySR
A coproduction approach with ESRC and the Steering Committge (SC
Providing excellence in alle do beginning with project management, process design, delivery and
ending with reporting

= =2 —

1 Excellent value for money
1 Delivering against the project objectives within the proposed timeframe and within budget
1 Ensuring the safety of personal data and thdllaaing of all participants throughout the process in line

with Market Research Society guidelines and the Data Protection Act.

Figure 1 provides a summary of the key milestones within the process.

#Data transcription
*Data coding

(o Inception meeting
*Scoping research

*Material development 'Rou;;:.i 1 C:e'::\;lerv *Analysis
hd -
#SC meeting 1 Hea. ine findings . ;:,:t draftl repgon
sRecruit 60 participants *Review at SC meeting 2 . meetlr?g
*Revision of R2 process *Prepare final report

*\enue administration
*Round 2 delivery

\ Prepare: Dec 14 to
Feb 15

\/ Figurel: Summary of milestones

The methodology used is explained further in point 5 and all the tools are included in the Technical
Appendix to this report.

Facilitating engagement to gain insight [8]
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4. Preparation

The inceptiormeetingwas held on 18 Ecember 2014 via a conference call between Paul Meller and Maria
Sigala of ESRC and Henrietta Hopkins of HVM. The key delivery dates were agreed at the meeting and the
process by which thBata Centresvould be involved in the dialogue. As a result Anda Wil, Project

Director at HVM developed a detailed project plan and the work on scoping the content for the dialogues
began. From early January interviews were conducted with each of the Directors and Principal Investigators
at the ESRC Business and L&@mavernment Data Research Centre (BLGDRC), the Urban Big Data Centre
(UBDC) and Consumer Data Research Centre (CDRC). The latter \aagpheidfa CDRC team meeting,

others were held via telephone. The transcripts from these conversations greatly informed the design of
the process and prenaterials. The very initial drafts for the dialogue were discussed at the first Steering
Committee meeting hel on 12 Januar@015and the broad process was approved. The final process plan
was signed off via email by the Project Team with detailed comments integrated in to the finédgxdan
Technical Appendisection 3 page@).

5. Recruitment sample

Participans were recruited to take part in the dialogue by Acumen Fieldwork, a trudtéd partner HVM
developed an initial recruitment specificatiogee Technical Appendbection 2.1 p6) which was approved

by the Steering Group before being put in to the fidldsummary Acumen were asked to recruit for 6
workshops 2 each in Glasgow, Colchester and London on Saturdays roughly three weeks apart between 31
January and 21 March 2015 (see figure 2). The intention was to recruit 66 for 60 participants to the
dialogue, 22 for 20 in each location. The criteria for recruitment enabled a broad social demographic to

take part in the dialogue. In addition potential participants were asked two test questions:

Test question 1Here are some of the ways private sector comipa collect data about people. Which, if
any, have you decideabt to take up because of concerns about how your data will be used?

i Store cards/ loyalty cards

1 Debit/ credit cards

1 Oyster/ travel cards

1 Smart cards (utilities)

Test question 2How manycredit/ debit cards,store/ loyalty cardR 2 & 2dz NBX I dzf | NI & dza S
means once or more per month? (Include any Oyster card that is used to pay for travel, but not free travel

passes)
1 Lessthan 3
1 3-5cards

I 6 or morecards

The answers to thesguestions enabled the fieldwork team to recruit a range of participants from those
who were wary of their data being collected by the private sector to those who were comfortable about
such data collection. Participantvere paid an incentivier their atendance at both workshops.

The fieldwork was successful in meeting the criteria for a range of views on personal data collection and the
broad demographics. The final total number of participants was on target at 62 (22 Glasgow, 19 Colchester,
21 Londoi.

6. Dialogue process

The round 1 workshops took place between 31 January and 28 February 2015 and the round 2 sessions
between 7 and 21 March 2015 (see figure 2) following the detailed process plan designed for the purpose
(see Technical Appendection3 p. 16.

Facilitating engagement to gain insight [9]
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Figure 2: Aims & dates of each dialogt@ind

6.1 Round Imethodology

The process was designed to test current understanding of social research and the use of big data collected
by the private sector within it in round 1. The focus was theadatllected by the private sector and-re

used by social scientists during their research. To this end the round 1 session began with an introduction
to the dialogue as a way of collecting participant views on a complex subject. It was important that trust
was gained from the participants of the process, and the team leading them through it, to ensure that they
felt able to speak out and air their views on the use andge of private sector data for research.

In the first session participants were encaged to work in pairs and in small groups to think about a

typical week day for them and consider all the times where data are given to/ taken by the private sector.
They were asked to populate a clock drawn on a large flip chart withipostes on whibt they had

written what data had been collected, placing the pdiston the relevant place on the clock to denote
whenthe data would have been collected. This process led in to a discussion on the extent to which they
had previously considered the data collected about them and how such data are collected.

Having considered this without any stimulus material participavese then asked to hear/ watch some

contextual information to inform the rest of their discussions. These were:

f What is social scientan animated film produced by ESRC

i Big Data and its value for social reseafith produced by HVM

1 Apresentatonontd8 @2NJ] 2F GKS 5141 /SYyiuNB Ay GKS g2NJ] ak
Directors Principal Investigata

This provided the context for the dialogue and led imtdetailed discussion on the use anduse of
private sector data by means of a presecalled DEMOO3emocs (Deliberative Meetings Organised by
Citizens) is a deliberation methpuhitially developed by the New Economics Foundation (MiaEjakes
the form ofa card gamenablingsmall groups of people to learn about and discuss congateqtific,
political and ethical issues of which they have no specific prior knowledge

Working in two groups, a series of cards were read out by group members. The red group in each location
looked at stories about:

i High Street consumption

I Financial da

1 Transport & movement

The blue group in each location looked at stories around the themes of:
i Online consumption

1 Energy use

1 Communications including social media

* http://www.esrc.ac.uk/newsand-events/videos/wissvideos.aspx
Facilitating engagement to gain insight [10]
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Each of the themes was devised to incorporate some aspect of private sector data cobexctiar social

science use of such data. The full set of cards is included in the Technical Appessiection 4 p. 44 The
methodology begins with the reading out of fictionalised stories under each of the themes. Then each

group is given the sametsef information cards. Thesa&re facts about using private sector data for social
researchdrawn from existing evidence and reliable sources. Finally the group reads out context cards.
Thesear®RA FFSNByYy G LIS2 L)X SQa @A S g Lokiglesearch. ity ®dhitgove? y & 2 Y
every issue that might come up in discussion. §dw@rces from which theywere drawnare included in the
information provided to participants (and included in thechnical Appendip.74and p.93. The context
cardsinclude pointswvhich are intended to provoke discussion. It is made clear to participants that they

may not agree with all the points raised on the context cards.

After reading out each set of cards participants are given an opportunity to discussahatienge their
contents and express their own views in relation to the thoughts they provoke. These detailed discussions
led to the endpoint of the session during which participants were asked to consider what they believe to
be the really important isses for people working at thBata Centreso consider when they use/ rase

data collected by the private sector. This led in to discussions on the extent to which there are benefits for
society in social scientists having access to private sector data.

In preparation for round 2 participants were asked to keep the dialogue in mind and bring notes on
anything they have seen or heard through the media, or discussed with friends, on the use of data by the
private sector and/ or social scientists.

6.2 Round 2methodology

Ly GKS NRdzyR H 62N)] akKkz2lLla G(KS AyiSydAazy o6l a G2 SEL
initial discussions to get people-fecused on the subject, thBata Centregiave a presentation on an area

of interest to their work asvell as explaining the user data journey. The presentations varied according to

the work of the Data Centre in each location and were as follows:

1 Glasgow The growth 6private sectorrentingand its impact on social housing
1 Colchester SME loans storedyba bank and used to study financial constraints among SMEs
1 London Using business data: a study of tourism

Following the presentations and questions on them participants were asked to consider two plausible

future scenarios for 2030. In each location thé dzS 3IANR dzLJ O2y aARSNBR | / AGAT S
scenario and in the red group a scenario around Bhath enabled devices. These were devised with the

help of Professor Paul Longley at the Consumer Data Research Centre and Professor Nickizailey at

Urban Big Data Centre. The purpose of the scenarios was talfiese LJF NI A OA LI yiaQ GKAY 1A
could consider potential uses of big data for social research both now and in the future. From the stimuli of
the presentations and the scenariosrpeipants were asked to consider data in terms of:

1 Ownership

i Storage

1 Means of access

i1 Acquisition

Working with the observers present from the ESRC and#ta Centreparticipants were asked to use a
timeline to describe how they saw these issues workiagy and in the future. Additional information cards

were also provided to help participants to discuss these issues meaningfully. The full set of materials used is
included in the Technical Appendix. A discussion around the timelines produced by patsicifawved us

to move on to a discussion about what, in the view of participants, are the opportunities and risks in using
private sector big data for social research. Participants were also asked to test the acceptability of the
criteria to be used to amss, store, own and acquire now and in the future. The discussions ended with
participants considering if anything is missing from the criteriaugein this early stage of theata CentreQ
existence.

Participants presented their findings to the obgers and specialists present in the room. The ESRC and
Data Centresesponded with their thoughts on what they had heard during the discussions and its value to
the Data Centres

Facilitating engagement to gain insight [11]
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7. Dialogue tools and recording

The dialogue tools were tailored for thedJdzN1J2 48 S® | +aQad oNASTF FTNRY (GKS { i
having very standard uses of case studies with someone presenting and then a discussion on what they had
said. HVM were specifically asked to use case study material creatively hence thetionegi® EMOCs

designed to review complex ideas and issues without any prior knowlédgeldition aradapted form of
backcastingenabledparticipants to discuss issues and then place them on aliimeo consider what

THE BIG PICTURE

Voxpops DIGGING DEEPER
Data Centres on their work Exploring 2 scenarios
DEMOCs * Blue tooth enabled devices
e Stories  Citizens’ exercise requirements
e Information Timelines: testing for now/ the future:
* Issues <5 * Ownership
4 e Acquisition
e Storage
e Access

Opportunities & risks

Acceptable/ unacceptable

Figure 3: Design tools
might change in the use and-tee of private sector data fagocialresearch between now and 2030.

A summary of the key dialogue tools used is provided in figure 3.

HVM used a variety of methods to record the views of participdritese are designed to enable
facilitators to engagén meaningful conversatianwith a public group abouheir views on the use and +e
use of private sector data for social researthdividual and group reflection techniques were employed
including:

Flip chart note taking

Audio recording

Participants reording their own words on post notes

Any other thoughts card for participants to record things they do not wish to say out loud in a group

o O O O

8. Analysis

HVM uses a process for analysing the data which ensures that the starting point is the viewsutflihas
articulated in the dialogue sessions, rather than a hypothesis for which evidence is being sought. The
team's aim is to look for patterns of similarity and difference of views which can be analysed per dialogue
session and across each of the roandsing this approach, the steps for analysis were as follows:

1. Identification of key themes

In which each of the HYM team members separately reviewed the data-upgenoting their

understanding of the headline themes around which the data can be collated.

2. Agreement on themes, codes amategories

Once each team member had clear themes indrthe team discussed them coming to agreement on

codes which define similar content around which the data can be grouped and clear findings can emerge.
3. Proposing a theory

HVM has, in this report, identified the key thentbat emerged from a detailediscussion of the issues,
summarised them and produced summary recommendations for each theme

Facilitating engagement to gain insight [12]
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Working both as individuals and a group to produce the coding frame and the categories and testing them
as the process evolves works well with a public dialogiuelows the findings to emerge from the data and

those findings to be validated in an iterative sense through group discussion. The dialogue findings are
presented in the subsequent sections of this report.

Facilitating engagement to gain insight [13]
www.hopkinsvanmil.co.uk



http://www.hopkinsvanmil.co.uk/

Dialogue findings

1. Views on cta collecton by the private sector

Summary

The majority 6 participants in the dialogudemonstrated an awareness that their activities as
consumers generate a wealth of data about them which is then at the disposal of private sector
companies. The use tfe internet, online shopping, loyalty, bank, and travel cards featured a lot in
LIS2 L)X SQ&4 RA&AOdzaaAzya 2y GKS RFEGF 3ISYSNI (SR

Althoughmanyparticipants were taken by surprise at the extent and size of daitaction by the
private sector, there was a general awarenasghe dialogue progressed how valuabt these data

how such data enable companiasfulfil their organisational objective§he majorityof participants

enable companies to run their organisations more efficiently and effectively whictdvbenefit their
customers

A minority of @rticipants voiced their conceron the possibleimpact of data use, particulartjata
to do something about itA very small minority gbarticipants were very clear about the steps they
took to avoidtheir records being recorded on systerifowever, m genealthere was an acceptance

by commercial organisationsas become an integral part of our society.

At an early stage in the first round of the diglie participants were asked to consideaage of data
was particularly picked up as an area of interest along with the Data Protection Act (iii&h).
presented with information on how various data can be shared and linked among private sector
providers and others, participants acknowledged the increasedfiplkrsonal identification and, in a
minority of cases, felt that such data capture was treqtly unwarranted. On the other handnked
thusits collection wasnore acceptable to participant®articipants wereparticularly intrigued byhe

adequate, relevant and not excessiv

arefor private sector companies, particularly for marketing purposes. There was also an awarenes

said theydid not object to their data being used by private sector compargesgnising that this might

identifying the individualon their privacy. Many acknowledged the potential risks to privacy and da
security but not dlof thosewho expresse@¢oncern saw themselves as having the power or the desir

that it is very hard to keep all data private and the majority of participants accepted that data colle

related information cardssge Technical Appendix p-&B). From this discussion the idea of data linké

data that did not contain informatiowhich could identify the individualas seen as less sensitive anc

principles within theDPAthat included keeping data secure and safe and using data in a way that is

At the beginning of the first round of discussigraticipantsin the public dialoguevere asked to populate

alargeclock with Positts indicating what timendividual data are given to or taken by private sector
companies. The dialogue participants worked in pairs and in discussion cowsigel iangeof databeing
collected through the use dfigital radio andl'V, internet, social mediapps, mobile phoneandGPS
tracking devices. Travel cards, store loyalty sao@nk card, library cards and CCTV camen&se
mentionedas well

The exercise provoked discussion about the vast amount of data coliedtethe majority of participants

demonstratingsurpriseabout theextent to which data are collected by private sector companies

5FGF INB 6 GOKAyYy3d e.2Cplchestecrt AGQa tA1S I OF YSNI

¢CKSNBE 461 a a2 YdzOK GKFG &2 GRspowQld G KAY ] | 02 dz

Ay S

Some participants were more surprised than others. In each small group a range of views was represented,

as is demonstrated by the following quotations from the dialogue in Glasgow,

I think everybody knowsGlasgow
Facilitating engagement to gain insight [14]
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L KFRy Qi NS Ithaff ¢f thaseti@indgg Glasgow 6 2 dz

The same participant went on to say,

L O2dzZ R aleé& Al YF{1Sa YS ¥SSt @dz ¢GClasgowt S odzi y23 L
Whereas another participant said,

L ¢6layQi NBFffe g NS 2F K2¢ YdzOK RFEGF g1 & 3ASGGAY

of a concern for me; Glasgow

For some, particularlihose whodid not grow up using digital technologjgwivacy concernked to
minimal participaion in data sharing

L GNB (2 | @2AR dzaAy3d GKS AYyaGSNYySad F2N Lldznibéal aSa &
used for sales purposefterwards.Colchester

Whereas the views of most dfie participantswho had grown up in the internet age the samesmall
groupfor the most part chimed with the following comment,

All the data on there, it all makes your life easi€@olchester

The majority of participants accepted that data collection by privatdar companies has become an
integral part of our society. Many felt stronglyat they had no control over it,

At the end of the day there is no way you can opt out of giving data unless you live liketarhtdreni
middle of anisland. 2 dzZQ @S K2 A DSW2 ¢&S 3ISYyAS Aa 2dzi 2F GKS 06204
just the way we live- Colchester

Having learned more about big data throughout the discussions some participantbadtidey were
more concerned than before about the extewotwhich data are being collected,

You realise with all the store cards, bank cards and all the bidsgaates, that data is being collected and
the amount of phone calls you keep getting, do you wan®tBisyou want that? But going through it last
timS fA1S 6S RARX Al NBFff& RAR .oQeBhgsier Al 2dzix AGQ&

C2NJ 42YS LI NIHAOALI ydGa RIGIE O2ftfSOGA2Y 61 & Y2NB | O
to financial benefits,

L R2Y Q0O YAVWR {0 KKS RIYERWI I GA2Y 2y YS Lllkefor2y 3 | & A
instanceL Q@S 2dzad OKIFIy3aSR Y& ONBRAG OFNR 06SOFdzaS LQY
Colchester

Not everyone agreed with this view, with some participants beeny ¢lear that they avoid sharing
personal data wherever they caiihe participants who mentioned thigould take steps to avoid data
being collected about them, such as not registering a travel card,

162y Qi NBIAAGSMNISIOF d2&allinGEsna fadkaRitrehiestaS O dza S L R2y Qi
that data going to whoever to knothat L QY I ihaibusf(HQa dzy y3.on8ah & | NB ©

Or making online purchases,

L I @2AR LI2NOKFaAy3d aGdzFF¥ 2yt AyS BREPOdzASr Yyi ROYQTUAD
distorted on its journey Colchester

This is particularly so when they feel that giving this data reveals too much about them as an individual,
would result in unnecessary intrusions in to their lives, or might get distorted and record inaccurate

Facilitating engagement to gain insight [15]
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information about them. For the majority ofibse that felt this way, though, there was a reluctant
acceptance that it is very hard to keep all data private.

Otherswereless concerned andid not feel that their individual data are targeted,

| just think all these private companies collect asimdata as theycal. QY y 2 (22 020§ KSNBR
LISNE2Y I ffeé& 06SAy3 G4NFXO]TSR 2NJ Y2YA(G2NBRXI L R2y Qi NXB
gKAOK $S0ahiilLsail KAQYAS (0kS-Sly GikeSe QNB f 2 2 | AtfeE maFketiNg 6 A 3 |
FYR GFAEf2NI G§KSANI LINR RdzO( & edllypabdutdnSigidualst Glasgove 2 8 G G KSA N

¢CKSNB gFa + ISYSNIft | gFNBySaa Kl andistofeloyallylcaidS R 2y
used for marketing purposes,

LGQa 2dzad YINJSGAy3a Ay 3ASYySNrtx tA1S 'YFI2y- adAa3s
Glasgow

2 A0K aK2LIWWAy3 (GKSeé 221 G @2dz2NJ 6d2Ay3d KlFIoAdGaod ¢K
$SS1a az2 2y sushersaying S0Ebff Cravanale mitlerié@arages spendingColchester

Many participantsacknowledged the potential risks their privacyandthe security oftheir data, but not
all of those who expressed concern saw themselves as having the potiner desire to do something
about it Inrecognising these risks om®ndonparticipant summarised the isswes follows,

The biggest risk is the loss of your privand security of your detailsLondon

A minority ofparticipants felt strongly that thegio longer have a choice now the internet is an insdgart

of our lives,

a® FTNASYRQA OSNEB LINAGFGS o0dzi akKSQa | OlGdzrftte 320 V¥
thought of everything- Colchester

Others said that we do have a che&nd were concerned that younger people are not as mindful of
privacy as the older generatipn

2 KSy @2dz 32 2yftAYyS €2dz IAQS I gte& RIGIFET AT @&2dz R2Y
Theyounger generation cares so much lesGlasgow

Although there was support for this viewarticipants also talked abowt certain ambivalence towardke
issue There was some discussion as to whether knowing about these concerns, but not changing the
decisions they took about sharing data, was a gooldad thing

You become immune to it and you come to accept Itwant something | just take the plunge and say oh
gStt LQ@S 320 y2iKAy3 (2 KARS a2 32 | KSIR® . dzi AT
nothingtohid€ A G Q& & Rodedddh LINR @I O& @

1.1 Datasharing andinkage

Having been presented with information cards covering a range of topics relevant to the big data discussion
(see Technical Annexyp@3), the information card on data linkagerovokeddiscussionamongst

participantsabout privacy and security. All groups across the three locations talked about their concerns
regardingdata being sharewithout consent.They felt that data linkage is an increased risk to an
AVRAGARIZ t Q8 LINAGEO8 6AGK GKS fAY1SR RIFIGE LRAGSYdA
in London said,

L R2y Qi OIFINB GKIG GKS& |
different companies, house insurandbey can sayl K A &
can afford thi©- London

y2 ¢ ( Klonito dtherdhimgs) Xa6 SOK A O] Sy
f i

a
I Re> aKSQa &LISosRAY 3 (K
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Many participants in the dialogue felt uncomfortable about the extent to which data sharigigt read to
I a20ASie Ay 6KAOK LINRAGI O8 R2SayQi SEAal lydY2NBo®

C2NJ YSs L O2dAf RyQid OFNB AT a2vY82yS8 1yS8s L 6+a | &
toitt A h i R2SayQi o2uHérSaISlthNeS}knumBl@otutfiéxz@r&(morn?géaS@Sy 2Q0t 201 |
the bus and other thigs about my day to day liféd KI 46 Q& | 6SS o60Ald RAFFSNByiliod L

information[is being collected and linked]Glasgow

In some of the groups peoplalkedabout the riskthat data linkage can lead faotentially distorted
profiles of individuals Asa participant in London said,

T3 e2dz FRR GKS Y2NB AGQa ONBIFGAYy3a (KAA
SOSNE2YySQa 320 { Kding upRas vielget bldd#LdntloN) G KI G Qa 0 dz

The feelings inhis small group were succinctly summarised by someone else,

2 KFG LIS2LXS FNBE 62NNASR | 062dzi [hé orgafidation datd Qeishayed i 3 2
with]. It might getsold td y & dzNJ y OS O2 YLI yASasz SYLX 28SNAE FyR (KA?
going to be safe [to give their data]London

1.2 DataProtection Act

Participants were particularly intrigued about the principles within the Data Protection Act, aswieese
presented to them in one of themformation cards (see Technical Appendix p.&and included keeping
data secure and safe and using data in a way that is adequate, relevant and not excessive.

CKAYIE £A1S WdaASR Ay || yY2é GROG2AROERSHGHA i SR28B¢ &
gKIFIG GKFIG AaK 52 @2dz 3S0 G2 RSOXIO/oni KI § &2dzNRASE T

Other questions ranged from how solid the Act is; how often it leads to convictions; and how it keeps up
with changes irsociety, i.e. whether it stretches to global transfers of private sector data.

In general, participants wanted to know more about how decisions to collect, store or share data by the
private sector are being made on the basisuch principles and whaagctions are in place and used to
enforce the legislation.

Facilitating engagement to gain insight [17]
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2. The use of private sector data for social research

Summary

In response to presentations lye directors and othesenior academickom the Data Centresn how
they use private sector data for specific projects, participants expressed very positive attitudes to t
use of private sector data for social research purposes. Participants were very appreciative, for ex
of the impact of social research ogiprivate sector data ormproving local, regional and national
policies and delivering more effective services witiehefit local communities.

There was a perceived risk among participants that these benefits might not be realised if the data
left solely in the hands afommercial organisations, rather than being shared with, for example, soc
scientists and the Data Centres

The opportunity to engage participants with some of the academic research agendas of the three
funded Data Research fiees increasegbarticipantappreciation of the value of this data for academi
research public policy andervices including health and social care, education and transport. In thig
context the majority of participants found it acceptable thadividuallevel anonymisedata are being
shared and linkedSome patrticipants felt that the use of personal data for social research is justifia
particularly if it benefits certain groupMost participantdurther, found acceptable the analysis of dat
that does not include personal details but focusses on trends and patterns

Some participants raised the issue of ethics and the importance of having safeguards in place to €
that linking private sector data for social reseaestdother purposes is legaind ethical. The expertise
and professional reputation of those undertaking social researabled by the Data Centregms seen
as reassuring.

Participants in the dialogue were genergllysitiveabout the use of private sector data for social research
purposes,

KSNB
lj

=

NE Kdz38 o0SySFiitia FNByQi GKSNBK LQY y2i NBI
f

|.
i LX FyyAy3 F2N 0 KS T dzii dzNSXEi2RY Q@igndshRdziQ G 6 S

0 v

¢
A
There was an appreciation that society benefits from research which draws on private and public sector

data, particularly in the context of health and social care, education and the environment, which according
to some participant© y Qi 6S f SFTFiG Ay (GKS KFIYyRa&a 2F GKS LINRA G (¢

LGQa NBIFffe AYL]R NbehefitliThidk dftdaltiNgyduust ledve idin priddes sedtad
KFyRaz @2dz2QQ@S 320G | YAaYlIUiOK GKSy o0SGgahSy 2y S AN
manipulate society in a certain direction versus things that we may want that they may just run roughshod
overli Qa G2 LINRPGSOG &20ddonf £ 8 FINBSSR 2dzi02YSaod

Others emphasised the benefit of using private sector data for resource planninggas;agncluding
infrastructure services,

Informed decisions on allocation of resources, whether that be money or people. For example, how old are
people living to? What sort of arrangements are made at the end of the dife we going to need loads
more cemeteries as an exampéelondon

LG OFy YF1S GKAy3a aSSY Y2NB | LILI NByd SFNIASN a2
iKS tlat FASS 8SHNEHIT &2dz OFy | &aadzy$S AdGQa 3I2Ay3 G2
QKIFy &1 AGAYy3 dgColchdsteri 1 Q& | LINRGE SY®

| found it really interesting what the womawvas saying from the universityh&was talking about howhey
use data to plan the citgnd how things work in the cdy  ceg Bvére tellingabouthow data can ke used
G2 OKIFy3S LISWHKIYS Ba2 dz AUKSRayd] X082 dzii (0 K-Slasggw2 R KAy 3a s
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One of the groups in London even said that data should be valued more,

Data should be better valued: they do a lot of good without us realisitgQa G KS (GAyeé oAGa |
away which contribute to the bigger pictuieLondon

2.1 Personal versus anonymised data

In the context of privacy participants had reservations about the ugeigonaldata collected by the
private sector for social research purposSsemeparticipantsappreciatedthat in some cases the use of
personal data is justifiable for social reseanghrticularly if the research aims to benefit certain groups.

{ 2 YS G A Ynpartanital kaw who the people are, sometimes you need to know which groups need
KSfLIZ &2dz YSSR (12 (Y26 6K2 (K2aSlasgde LIt S I NB a2 Al

Participants further found acceptable tlamalysis of data thabcusses on trends anghtternsand not on
personal details

L 2dzQR gl yiad RIFGE G2 oS lyrfteasSrR 2y | ISYSNI f SgSt
level - London

This became very clear in discussions about one of the hypothetical scenarios for the futhiehira Data
Centre is devising means of assessing whether people meet their Citizen Exercise Requirement to
contribute to increased health and wellbeing of the population and reduced spending on health and care
services (see Technical Appendix p. 100).

In order for [this scenario] to work it has to be based on an individual person and their individual actions and
GKIFIG Aa gKFEiQa a2 O2yOSNYyAy3I Ay GSN¥a 2F | 60Saaiy
Londdn

2 KSy AdGQa Iiyeay syy2hia SR LIN® Ot SYS Adlonllon 6KSy AdGQa y2i

2.2 Research ethics

The majority of participants &re in favour ofvery strictcontrols when private sector data are used for

social research purposes due to concerns about the sheer volume of data and profits being made from
fAY1AY3 RIEOGF® LYy /2t OKSa(B6INYy G KERND gd HS 33 D f i KT 2IND

Thereshouldbe amiddel y GKIF G 22148 G SOSNBIUKAY3I (KIG SEOKI
money, large amounts without somebody noticing and someone saying something so why should you be
F6otS (2 SEOKIYy3IS of I NBS ogBEA®Esd (228 RIYRI K Kay&@a 6d
strict. TheData CentreR2 KIF @S  AGNAROG gt e 2F R2Ay3I AG F2NI I
follow it. - Colchester

For some even those with knowledge of the Information Commissioaarinstitui A 2 y £ A {
2Y0dzZREYHY WRIF G2 NBEFOKRRIGREIGF YAYAAIGSND F2
companies and public sector organisations would be reassuring,

2 Uy

I WRI
JREFGI

) =

Is there actually an ombudsman for data collection to check thaa[oenagement practices are] ethical?
t SNKI LJA (GKSYy (GKAy3Ia g2dzZ RyQi KIFLIISY ¢gKSNB RIFGF OF
make it more ethical Colchester

2.3 Trust andexpertise

At the start of the dialogue most participants had lawareness and understanding of social research and
the use of big data for social research purposes. Deliberatirige use of private sector data by tizata
Centreded participantsto the conclusion thathe process ofcquiring, storing, preservirend accessing
private sector data for social research caamath substantial responsibilitieg\cross the three locations
participantsexpressed the viewhat there ought to be a greater recognition of the data science profession
in the form of a big dataciencekite markto develop a reputation of trust with the public,
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I would like it to be so that the Datae@tre staff were recogniseaspart of a professional body of people
andthat they had a certain qualification that was so highly valued and respected that everything that was
R2yS ¢2ddZ R 6S fA1S Wg2s-ColobeSterOF y (GNHzA G GKSY @&2dz |y
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3. Qualities of an acceptable data infrastructure

Summary

In the second round dhe publicdialogue senior academi@®m the Data Research Centres presente
the data infrastructures and various safeguards to keep data and access secure. The issues and
guestions raised bparticipantsin reaction to this information provide a usefabight into the main
attributes of a data infrastructure that is acceptable (or not) to the public. Overall participants were;
appreciative of the infrastructures in place at the Data Centres.

There are three main points to raise here:

1. It is important © those who took part in the dialogue that a data infrastructure funded by public
funds and relying on private sector data operates independently of government biases$ ted
interests of commercial organisations

2. Participants were reassured by aalanfrastructure that has in place strong safeguards to protect
privacy, including clear vetting procedures for researchers and penalties for data breaches. Howe
they recognised this needs to be balanced with the need to progress social researatsproje

3. Participants also indicated that impartiality and expertise should lie at the heart of decision mak
about data acquisitions and research approvals.

In each location the Principle Investigators of iata Centresnade a presentation abouhe purpose of

and governing principles managitigeir research. The public interacted well with the information provided

and asked a range of questions to gain a more detailed understanding of the data jdtiiséwportant to

note that is in many publidialogues the more participants heard about the subject, the more they

understood the work of the new Data Centres and their emerging role in social research and public policy.
¢CKS F2ff2¢6Ay3 A& | adzyYlINE 27F LI Nlthrockssds stth@an GA S s &
Centres

3.1 Independenceimpartiality and public participation

Although participants were given information abdwiw data are handled once held by ttigee Data
Centregsee Technical Appendix9g) this knowledgeR A Ry Qaivay iall chnBernabout accountability
and independence of thBata Centreand the ESRC. Some participants questiaghtkir funding position
enables theData Centre$o operate independently from Government,

In theData Centregou are governed by the governmediX 8 2bdz OF y Qi 6S oAl aSR (261!
Ol yQid R2 6KIG GOXB8 &2dz 6y NBI ¢t & canyoR2Crlthes@er y2 02y

Impartiality of decision making was discussed in the context of theposition ofData Acquisitiorand
ResearclAdvisory Boarddt was important toparticipantsthat project approval is granted by independent
andqualified peopleOne of the groups in London made the point that Beardsneed to be
representative of a wideconstituency than the research communityensurethat the publicat large feel
reassured,

A broad mix of people on the ethics commitiee thata broad public vievisrepresented anfican oversee]
decision making- London

Participantsvantedclarity regarding the relationship betweeocial researchersndprivate sector

companies. As a participant in London said in response to a fictitious story about Otis Weatherby, an online
retailer working in partnership with a local university to reséacastomer behaviour patternsee

Technical Appendix p. 45),

Even though the project sounds very positive, what are the links between the researchers and some of the
high street retailers that are obviously interested in this [research]? | would watriotha a really clear
delineation before | could really trust the project because obviously there is a risk thmrdon

Facilitating engagement to gain insight [2]]
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Someone else agreed and called for what they perceived as being a more objective framework for data
scientists to work within,

The link between these big chains and town planners and acad@sticsiblesome@ @wX®8 L Y SSR&
based on stronger legislation rather than ethics because ethics is a very personal thing. What | may think is
ethical, you may not necessarily anditwoalé @SNE Sl aeé ¢gKSy @&2dz2Q@S 320G | f
to big supermarkets; London

3.2 Strong but reasonable safeguards to protect privacy
Across the three locatiordialogue participants felt reassured by thata acquisition, access, and sige
processes that are currently in place at thata Centres

L GKAY]1l A@OS NICGOSHBSHABS YIRS Al OSNEB RAFTFAOdA G 0
London

As mentioned before, secity of dataand privacy were thenostimportant issusfor participants in the
dialogue A fictitious story about a social researcher who is considering linking loyalty card data with other
data setqsee Technical Annex p.5dgmonstrated that participants in the dialogue had concerns about

the deidentification process conducted by private sector companies or researchers. As someone in London
said,

Can they give assurances that data is not traceable back to a particular consuroaddn

To allay privacy concerns the public needs reassigsifrom theData Centresibout the data curation
process, specifically about the handling of personal data,

At what point in the data collecting story does it lose the personalised inforn?digrndata is a broad
term, at what point is it not personanymore, when does it lose your namézlasgow

An important finding of the dialogue was thairee participants recognised that there is a fine balance
between security of data and regulation that is too tight and leirsgpprogress in social research. €uof the
groups in London said,

, 2dz2Q@S 324G G2 KI@S + greée 2F Fft2eAy3a LIS2LXS G2 RS
without sitting there for two years waiting for an ethics committee to be formed or something like that.
¢t KSNBEQa | ol f Iy QétaXad @éndofciBgthelciviPols Sverand af tHe same time still

getting the social benefit. Too tight laws just slow things down as opposed to actually being helpful.
London

It was felt that itis the responsibility ofhe Data Centre$o have the highestpossible safeguarda placeto
ensure the security of datiaeld bythem at all timesand balancing this with the need fogsearch that is
important for society.

3.3 Vetted researchersand staff
Most participants felt positive about social researchers accessing private sector data as long as they have to
adhere to very strict guidelines, particularly in the context of research invabéngitivedata,

To have clearance (of researchers) befone gacess data Glasgow
Particular reference was made to the-gientification process,
[DataCentre8 | NS @OSNEB 1SSy 2y lFy2ye@YAaSR RFEGF o0dzi GKSNJI

g2df R KI 98 @F 0084848 (2 G(KIiG AYF2NNIFGAZ2Y D OX8 LG Y
they need to be vetted. It makes it sound very safe butifieQd A G At € | O{idabdon LIS2 L)X S A
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Clearvetting procedures for staff and researchers, particularly at the stage where data ademidied
and accessed were seen as a priority, aschrar agreements about penalties for roompliance with
Daa Centre processes

What is the penalty or the fine if | was a researcher and | misused the information? It was brought up with
GKS O2fR OFfftSNER OGKIG LISYIlf A SSIBK H (INBE ANYSDEEBISIOT S S
Centre$ effective?¢ Glasgow
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4. Views on keythemes: Data acquisition, storage, access and ownership

Summary

Once patrticipants had familiarised themselves with the work of the Data Centres and the potential
benefits of using private sector data, they wenesented with specific information on Data Research
/| SYGNBaQ LXIFya (2 | OljdzZANST aGd2N8 FyR [ ff2¢
acquisition, storage, access, and data ownership. Overall, participants were supportive of and pos
62dzi GKS / Sy i NB Qandlaliow agtéesstiotatd. Olj dzA NBE X a2 NB

Data acquisition

There was consensus that the Data Research Centres shoulefiagtve procedures for acquiring
data that are accurate, relevant and of sufficient qualitiie dialogue findings did not reveal
widespread support for paymetfior data sets particularly if participants thought that the companies
allowing access to data might make a profit from the process. A large minority of participants expr
the viewthat companies have a moral duty to give data free of charge particularly if theypguéated
companies, such as those in the energy and transport sec@nkifthe research is of public benefit.

Data storage and preservation

Participants had very low aweness ofdata storagepractices. Most had difficulty accepting that digital
storage is as safe as, or even safer than physical storage. Discussions indicated that there is a ne
clear information about data storage processes at the Data Centresddn o trust the process, the
public need to know:

1 More about how data are stored and destroyed

1 What data are being stored, for what purpose and for how long

1 What security measures are in place.

The public also need to beassured that the datatorage systems at the Data Research Centres will
enable future generations to access the data.

Data access

Participants were broadly acceptant of the different safeguarddaia accesgepending on the
sensitivity of the dataFFor most their front of rmd response to data access principdéghe beginning
of the dialoguesvas linked to security concerns such as fraudulent use of data and identity theft. A
consequenceome participants were more in favour of secure physical settings for access tattan
than remote access through a virtual machine.

What concerned participants most about data access is what happens when controlled data are li
Many of the concerns were alleviated as they familiarised themséiwesighout the dialoguevith the
access processes that are currently in placd being planned ahe Data Centres. Similarly,
participants were willing to make a trad#f between concerns about not having the opportunity to
consent to the use of private sector data for social resegnarposes and the benefits of social resear
for society. This demonstrated that trust can be built with improved communication about the data
access procedures, in particular in relatiomtore sensitive personal and individual ledata sets.

Dataownership

Like data storagejata ownershipvas a complicated concept for most participatagrasp Although
some understood clearly that data ownership transfers when data is shared with private sector
companies, many believed that private individualenaheir own data. An important concern for most
LI NTAOALI yia 61a GKFIG GKS Lidzoft A0 R28ayQi 1y
communication about what data are owned and/or used by the Data Centres.

Once participants had familiged themselves with the work of tH2ata Centresind the potential benefits
of using private sector data for social research during the first dialogue, further consideration of the data
management processes on the second day led to the following findings.
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4.1 Data acquisition
There was consensus amongst participants in the dialogue that private sector data being acquired by the
Data Centredas to be as accurate as possible,

If [private sector data] is being @edza SR (G KS@& &K 2 dab Bate Styéduldzdlve indcéutate A (1 Qa
information.¢ London

LiQ& A YLJR NEt Gedtresierifyithie prdv&ndnce of the data they acquire,

The people that are using the data should know its origin so if you get data from someone else you know
theR I | Qa-Lohdoh I A Y @

One of the groups in Colchester said they felt that acquisition of inaccurate data is a key Diakafor
Centres asaccurate information is not always sharatith data controllers,

They could be vulnerable to the sources theytlygr information fromthe datamay not always be
accurate or honest @OX@®BA zhdzaf & (KS@QR 32 GKNRBAdAK ONARGSNRI | yR
0 dzii A Toeendivendals@ifformatiod The Data Centresire not forensicauditors. i @utside of their

control. - Colchester

In response to a fictitious story about a countryside campaigner who has concerns about the reliability of
hisdata (see Technical Appendix, p.54) gneup said,

¥ &2dz R2y Qi 1Yy26 ¢ KS Mbatthe KnStatienlofithat d@s¥ 8 dz Bib@ra@il, I y R
GKSNBQa | INBFG RIFEYISNI 2F RNIgAy3d FlLfasS . 02y O0Oftdaiz
Colchester

The same group discussed the extent to which data can be manipulated and how plaatsnon the
guality of data being used by social researchers,

I was thinking about the data owner...can they manipulate data to the wrong kind of advantage? Which
f SIFRa 2y G2 RIGEF fAYy1F3IST AF 82dz2Q0S IB2ySNE OBy SF
GKAOK Aa (GKSYy fAY1SR (2 a2vYS2yS Sf aSQacCdkhedtéer & 2 dzQN

They felt strongly that processes have to be in place to ensure that data acquired from private sector
companies pass a quality tdsefore being accepted at theata Centres

LT &82dz2QNB 3I2Ay3 G2 3ISG REFEGE FNRBY LINR @ssés$soyaudzNOS a
1y26 GKIFIG 22dzONB 3ISGGAYy3 GKS NRARIAKG AYTF2NNEIGAZ2Y |
information. - Colchester

2
y

{dzZLJLI2 NI F2NJ 420A1f NBASFNOK dzaAy3d LINAGFEGS aSOi2N
of datasets by the Data Centres. In discussions about the data acquisition procedures at the Data Centres
many participats expressed concern about private sector companies making money out of selling data,

L R2y Qi F3INBS 6AGK Al Y2y-Eolchédtery 68 (KS gNRYy3 {AY

This sentiment waknked to a general sense that the public are not informed alvdub shares their data
with whom andfor what purposetheir data is being used

L R2y Qi GKAY]l] GKSNB A& I YI adaAi dPoutplaS2deE So ARRK/ ORIl (F1S ¢
comfortable with it being used by people to make money out bfit.Qa G KS &St foy\pyivAte 2 F A Y
sector companied] YR LIS2LX S y20 (y26Ay3 ¢gKSNKoldhésera I2Ay IS ¢

Another concern was that private sector compamaght potentially charge large sums for the sale of data
packagesSomefelt strongly that it should be compulsory for private sector companies who are in receipt
of public money to surrender data for free to thata Centreso ensure greater publibenefit,
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TKSNE aK2dzZ R 0S tS3aratlridAazy Ay LIFOS G2 SyadanNB (KL
information was free, that the government had the power to access that information for the benefit of
society free of charge from the private sectdglasgow

Others said that companies have a moral dutgiwe access tdata for the benefit of social research,

L R digk@iriglit that they [the Data Centrg¢should buy dataitQ @ublic money so they should be
spending it on the publie London

| just feel that money puis different perspective onitil OKF y3Sa GKS 3IFYSET AlG OKI
A G §ed fordmcial policy | thinkshould be freely giverColchester

This was balanced by the view of some that the [M2gatres operate under strict guidelines and are
therefore better placed to make a judgement call on this than participants in the dialogue,

LGQa GKSANI 6dzZRAISG:E (GKSe Q@S 3I20 (GKFG LRaAGA2Y (KNP
theY2y Se Ay o6KIFIGS@OSNI gF& | O0O2NRAYy3I (2 (GKS FAYa | yR
with them spending it wisely Colchester

Thegeneral feelingacross the locationwas thatData Centreshouldexercise caution whehuying data

from private sectorcompaniesEquallyselling data sets should be avoided to ensure public and voluntary

sector organisations have opportunities to access big data as well,

Data should not be sold as only the ones with the most money get more access tdGidthester

4.2 Datastorage and preservation
Data storage was not an issue many participantsdiaenany consideation to before the firstround
dialoguesessionMost had very little understanding of the dadtorage procesm general.

All members of the publidiscussed their lack of knowledge abevltere data are being stored and who is
in control of data storage,

WS R2y Qi 1y26 6KENBGEKBRAYYRNYKDIEhEsEEAy O2y iNRf 27
tFNIAOALI yia aFAR GKSBQR tA1S (2 DaakénNasilyR o0SGGS

28§ ySSR | LKeaAOlt dzyyRSQdckstey RAy3 2F 6KSNB AGQa ad

t F NOTAOALI yia 6SNB ISYySNIffe AdAdzZALIAOAZ2dza 2F aG2N) 3S
or where it livesConcerns were raised about thisk of losing data,

LT GKS Of2dzR 0dNBEGAT AGQ&a yavérAXiQakColmssti - Ay SN 42YS

Participants had difficulty accepting that digital storage is as safe as or even safer than a physical storage
space. Aparticipant inColchestesummarised the viewof others as follows

I think everyone would feel a lot mazemfortable knowing where it is and what itgditerally where it is
not just the cloud.c Colchester

Data sets created at thBata Centreshould be stored in the UK or the European Union, according to
participants in the dialogue,

[Big data] should be stored in a country governed by a relevant data protection law. [Data sets] made in the

'Y &daK2dzZ R adle Ay GKS 'Y 2N gAGKAY GKS 9! 3 | 32@S
London
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Although participants madmost oftheir commentsabout security concernis the light of data storage in
general the dialogue showed that there is a need for clear information about the data st@adjeuration
procesgsat the Data CentresThe public needs to know how data atered and destroyednd whether
systems arduture-proof, for how long data are being stored and for what purpose

How long is the data stored for? And is it then continued to be stored for the original purpose? So from a
personal viewpoint | give myNev A aaA 2y F2NJ Yé RIGF G2 06S dzaSR (2RI
8SIFNEQ GAYS Oly &a2YS2yS UGKSY -ldddn A0 F2NJ Ly Sy iGdANB

All participantsin the dialogue believed that data will never be 100% secure, whether thest@ned by
public or private sector organisations,

LQY adaNB GKSNB INBE &aSOdzZNAGE LINRG202ftasz odzi GKS KI
completely secure, it seemd.ondon

They urged theData Centre$o future-proof their systems on an ongoing basis to ensure that data
secure Equally they were concerned that the data are available for social research purposes in the future,

LG ySSRa (2 06S S@IFfdad GSR F2NJ AGA FdzidewBdbezaSed LG o
extremely valuablgto society]jis not there- Colchester

4.3 Data access

Having listened to pigentations bythe Principle Investigatorfsom the Data Centreswhich included
information about the difference between open data, safeguarded datacamdrolleddate’ participants in
the dialogue considered issues around access to ddtay were broadly acceptant of the distinction
between the three access levelRiroughout the sessions however, it became cheare clarification is
needed about howata Centre@vork withthe more sensitivepersonallyidentifiable, data(i.e. controlled
data).

4.3.1 Security of access

Formost participantstheir front of mind response to data access principles wexy much linked to

security concerns such as fraudulent use of data and identity theft. As such the discussions about access
mainly centredon safeguarded andontrolleddata. As a participant ibondon said,

¢CKS LINROf SY A ayTeadspoit ®r L¥ndetiK @K 00K S FALY F2 NY | (A 2
9SSy AT (KS@& R2geQily G2S Afh A (A Ol G 25/NiET | QHiyE @ &
London

S<

z

Not knowingwho has access to datafisr whatpurposeh & 0 (G KS KSI NI 2F LIS2L} SQ

¢CKFiQa (GKS ¢gK2tS LAYyl das2Wwhy &etyeQaccedsiyiRysur dat2 Andwhg | OO
are they?- London

Concerns were higher prior teaving read thénformation Cards aboubhformation governanceolicies
andprocesses at the centrgsee Technical Annex93). In Glasgow one of the groups said in round 1,

Just thinking about what® dzy A GSNRA (18 Q8 RRYyRO|YRAKG gtGanmos . f 23
KAd O2YLdziSNI oX8d 'yR gKFEiG OFy KS (l-Glésgow2Y$S G yAa

Whereas the samemallgroup said after been given informatiamround 2

The procesin place ast@ K2 Q& | Ol dzk £ £ @ 3 SOINASY T RIRY adaiS® A6GS aySRi ade
pretty secure and that not just anybody can walk in and get this informat@lasgow

® For an explanation of the definition of open, safeguarded and controlled data presented in the puliudiake
Technical Appendix, p.93
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Some participants were more in favour of secure physical settings for access to data rather than remote
access through a viral machine. As one group in Glasgow said,

¢CKS @GANIdzZf YIFOKAYS |GdlOKAYy3 REFEGEF G2 GKS NXaSI ND
NEO2NRAY3I SOSNER airAy3datsS dKAy3a GGKFdG O02YSa dz) ¢KSy L
Ay (GKS alFFS KI @Sy NR2 dzyRai@ma/dza toadziOlLy AdzSNRO A T & 2 dzQ N
machine you can record what people are saying without them even knowing? It might be something to look
Fd® L GKAYy]l GKIFIG GKSNBQa Y2NB NRa] el3dethgvan. G2 (GKS O
Glasgow

There was some confusion early in round 2 about what data researchers could access away bata the
Centres This was cleared up by the specialists but participants confirmed that they felt more at ease with
researchers going intthe Data Centres

If you go into the Data Centre physically you walk into the rdloey,take your phone off you, take
everything offyou, scanyaud K 4 Yl 1Sa YS F¥SSt Y2NB aSOdNBo {2 Iy
their headsg Glasgow

Whatconcerned participants most about data access is what happens when data are being linked and
therefore accessed by different parties,

¢KSaS 20KSNJ LI NIHASE INB R2Ay3 GKAy3Ia gAGK Al dzLd G
levels, for dlthe different parties.- London

However, there was generallyfairly high level ofrust in theData Centresecurelyaccessinglata and
working withlinkeddatasets As participants in London said,

| generally felt quite comfortable withata Centresanalysing data and maybe naively would just assume
GKFGO AGQR 0SS F2NJ LINPoBdB 4 3aABST SOKAOFE LizN1}2asSa

In response to an information card aboutperposing of data in round (see Technical Appendix73) of
0KS RAFfE23dz2S 2yS 2F GKS 3INRdAzZLJA Ay [ 2y RiggyisedforA R G KS
other purposes,

DAGS dza |y 2LJNiA2y G2 2L 2dzi A T reitks@netRihgihatQdu fed 2 A y 3
@ 2dz R2Yy Qlpargdf.glibndén2z 6 S

Although this is not feasible for tHeata Centreshe strength of feelingonfirmsthat the Data Centresvill
need to communicate very clearly about their data ac@ess$ useprocedures to reassure the public that
their privacy wilinot be breached.

4.3.2 Purpose of access
Equally important is that th®ata Centresommunicate clearly why data are being accesgedone
participant in Colchester summed it up,

The data would have tbe specific for whatever it was they were accesding F2 NX» OX6 LG ¢ 2 dz
specific to what the research is being carried outf@olchester

And in Glasgow participants sdftht the data should be accessible for a certain period only,

CKIG AGQa 2dzald F2N) iiKSe 0By IFKE @ T3 21K SI shddeRp@PBcoil Z il KH-
Glasgow

Some participantswere uneasy about the extent to which the work resultant from reviewing data would be
guality controlled. As someone said,

Facilitating engagement to gain insight [28]
www.hopkinsvanmil.co.uk



http://www.hopkinsvanmil.co.uk/

It was the last sentence that put mdittle bit at doubt where it says there is no screening of outputs by
A0FFFX LG YAIKG 0S 62NIUKgKAT S 1 ysdeads t6.Fhed aughtinotd& | G A

doing it for the best of reasomsK 2 ¢ (G KS@ QNB | OO0S azmKily 30 S\ 10 2 WIRA tKRye3I KRS
accessing- Glasgow

4.3.3The issue of consent
It was important for the majority of participanthat consentis given forthe use ofcontrolled datain social
research

5AR (KS LJS2L) S NBlIfte 3IABS O2yaSyid G2 e2dz KI @Ay 3
going to do with their data? Colchester

In response to the fictitious story of sot#ientist Lydia Millett (see Technical Appendé#gpone of the
groups in Glasgow said,

Who gives permission [for our data being acquired/ transferreddta Centre® Is it in the small print?
Have we got a choice in the matter about whether these companies give our data to social scientists?
Glasgow

Most participants in the dialogue felt that tHgata Centreshould ideally only accept personal data from
private sector companies if permission has been given by the individual concerned. Hdveaveg,

learned more about the work of thBata Centresnd the benefits of social research to society thees
recognition of the fine line betweeanabling theData Centre$o conduct social research and putting
restrictions on dataccesgprocessesParticipants in the dialogue were willing to make a tradebetween
their concernsaand the benefits of social research. This indicates tiherte is a opportunityfor the Data
Centreso communicate more clearlyow data are anonymised and how those data contribute to research
that leads to improvegbolicies andservices.

4.4 Data ownership

Discussions on the hypothetical scenarios forftsa Centreén 2030 (see Technical Appengi®9)
revealed thatdata ownership was a complicated concept to grimpmost participantsSome were
confused abouthe difference between data ownership and data storage,

We felt that storage and ownership seem to be the same thing. That whoever stores it owns it and has
access to it¢ London

Some discussed that data ownership should be seen in the same ligivhasship of goods,

It [data] needs to be treated more like a physical gosisa L ZIWVX RAFTFSNBY G A F &2 dzQNB
a2YS02R& 2NJ @2dzQNB aStftAy3a Ad G2 GKSY odzi GKSy @K
sure] tH- G U K Sahdgreyhages @nviho owns what- Colchester

Comparisons were made with the obligations that come with owning a car,

LGiQa tA1S o0d2Ay3a I OFNE A0GQa | LIKEAhbSaywhetiiekypy 3 | YR
own it or not. Ad if youmisuse that property or whatever ittisere are consequences to thatColchester

4.4.1 Transfer of data ownership
Although some patrticipants understood clearly that data ownership transfers,

As soon as you enter into any of these things as §hRA @A Rdzk f @2 dzQNB X L g2dz Ry Qi
[ownership], but you are certainly sharing and you are no longer the only owner of youg datadon

Many believed that private individuals own their own data,

L ¥ Jout @& suteld | owthe data?c Colchester
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Other issues raised in conversations about data ownership ranged from the ownership of data stored in the
cloud, to whether companies creating apps own data and what happens to data when a company goes
bankrupt. Some participants wondered if cpanies are required by law to inform their clients when they
transfer data to another owner.

In London questions were asked about ownership of linked data and the resultant new data sets,

They [theData CentresaNBE I2 Ay 3 (2 KI @ Se gBihgiiorbe gbazessing i8 solthaughiitk S & Q N
2NAIAYLFEEe OFYS FNRY | a2dz2NOST GKS ySg6 AYyTF2NNIGA2
[ownership] still go back to the originfaata controllerf? - London

Across the three locations participants felt strongly that ownership of data is not controlled well enough
and that individuals are the owners, or should be the owners of their own data. An important concern for
YIye ¢gFa GKIFG GKS Libteidihgid&a dhthénilhyee ivas b tdidisandsian ahodt
private sector companies as the first data control@ne of the groups in Glasgow discussed feelings of
anxiety around companies holding data without their explicit permission,

| think that 3 dgit number question is really relevant. When | get my son on Amazon and | give him my card
RSGFIAfa KS aléea KS R2SayQid ySSR A4 o0SOFdzasS AdGQa |
IABSY Al G 2yS GAYS | yeR.-@l&goR2y Qi (y28 GKS&Q@S al

Some suggested that it would be helpful if individual members of the public could find out more about
where their data reside,

IRy Qi 1y26 6K2 (G2 FLILNRIOKS (KA& Aada (GKS o6A3 (GKAYSD
was ferethiscameup YR L R2y Qi (1y28QFK2dAd OXKYYROYy@ LA YS
LJdzo f AOY SKSNB R2 L &GFINIK LGQ& lo2dzdi 26 yonBrKALY Yy

In Glasgow someone came up with the followidga for private sector companies holding data and
potentially sharing it with thdata Centres

It would be goodo own your own data andpt in or opt oufto third parties using it]like get a text
message saying this company wants to use your datd fiirA & NBS &SI NOKX ¢gSQNB 3I2Ay 3
research or something Glasgow

This chimed with the views of some of the participants in Colchester who said,

2S Fff F3INBSR GKIG 22dz2NJ AYF2NXNIGA2Yy aK2dZ R 0SS @& 2d:
IABS GKS AYyTF2NXIGA2Yy @2dz aK2dZ RyQi KIF@S (2 GdaNy |
around and say actually | dowanttogiveit. £ 23 2F (GKS | adadzyLliAzy 4G GKS

unless you say no whereas it should be the other way are@dtchester

2 SQOR tbbheppbin dr dpt out for our ownershigo that]we were in control again of the limits and the
usageof our data.- London

Participantssaid tha more information is required about the transfer of data ownership,

What happens aftethe first owner passes data on, we want more detailed information. What are our
options?¢ London

As a resulthey called for improved communications about what data are ownetheyData Centres
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5. Views on public engagement and communication

Summary

The dialogu®n the use and reuse of private sector data for social research demonstrated that the
public is generally unaware of the concept of big datd what social research.i¥he Data Centres
GSNBE FT2NX¥YSR AY Hamn & | ySg nbigHaiaiAs sush@&ticipahts
were not aware of what the Data Centres are and what their future role in socielése was a sense
that raising awareness of data collection processes in general is very important as many people d
realise they shiee data many times a day. Raising awareness of the work of the Data Centres is eq
important to ensure people understand aagknowledge the value of this data fie social sciences
and society

Recommendations for improved engagement with the lpumclude:

Emphasise how individuals benefit from the use of private sector data for social research
Improve communication about Data Centre procesmas safeguards

Share research objectives and outcomes

Instigate tweway communication when usimersonaly-identifiable data

Use a wide range of channels to deliver the message

Use plain, jargoifree English.

= =4 -4 -8 -8 -9

In addition participants were keen to seducation programmes fochildren andheir parentson big
data and the work of the Data Centres. Wghit is understood that this is not in the remit of the Data
Centres it is important to include it in the recommendations for broader engagement with the publi
these issues.

The dialogu®n the use and reise of private sector data for researdbmonstrated that the public is
generally unaware ahe concept of big datayvhat social researcls iand what theData Centreslo,

Before we came here, wath absolutely no idea what theaba Centre was so if you were asking people to
comment on it peo wouldn't know what research was going. qrGlasgow

5.1 Increase awareness of social research and the role ofldia¢a Centres
There was a sense that raising awareneghefole ofdatain society and social sciengegeneral is very
important,

At the erd of the day, all those peopleere in Colchester running around living their stressful lives. How

many people do you thirkeed KAy {1 Ay 3 Fo2dzi RFEGF LINPOGSOGA2YK L g2d
0SOlIdzaS 6SQNB KSNB3I poatdaRapdtechagiheyjustynNdstXiash thércatdl A y 3 |
Colchester

b2yS 2F dzA {yS¢6 wloz2dzi 6A3 RFEGF FYyR K2g RIFGE | NB
KFELIISYK 2KSY RAR (KFG KFLLISYKQ 2 Keartobd\BryodelvB®® y 20 &
signs up for 2 - Glasgow

Raising awareness of the work of thata Centregs equally important. As a participant in Glasgow said,
Making theCentres more publicly visible to me is quite a big thir@lasgow

We felt that thegovernment and potentially ESRC and the CDRC could potentially be doing more to make
the public aware of their work and highlighting the benefits of social research and science. We thought that
would be a positive step forward to engage with the publimndon

Although ®me argued that the public is entitled to know more,

GQa GKS F20SNYYSyd GKIFIGQa ol aArolrtte FAYLFIYyOAy3d Al
public are entitled to know what that money is being spentcdrondon
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Not everyone agreed that this is a role for the government

L GKAY1l AGQa LiitNImeahthd réality oQGovenBentid?yguhadve dboubtcivil
servants who cover a portfolio of multiple reseambuncils and who knows what elsé.ondon

5.2 Ideas for improved engagement with the public

5.2.1Communications about Data Centre processes

Another way of achievinimcreased public support for the use mivate sector companies sharing data for
social research purposes would be improved communications about the data management processes and
the data sets being used. This was seen as a significant opportunity fdatheCentresicross the three
dialoguelocations,

ho@A2dzate ¢S GKAY{1l AGQa |t NAD Centdgica&n$o fudNag it
2S gSNB aleAy3ay y2 Y2NB 3INBe [NBrao 2S5 yS
good but we need to understdrt. ¢ Colchester

w o

@ a
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Some groups discussed how a resistance to data sharing stems from a lack of understanding of the data
journey and concerns about security of data,

A lot of the stigma that comes with data sharing comes with people not knowing aneimgt éducated
abouti KS FI Ola 2F K2dacdolkhesteRI (i Qa o0SAy3 dzaSR

Just educate the public about tBata Centre® L F GKS Llzof AO INB gl NB 2F 4
not mind so much- Glasgow

Particular mention was made of the need to communicate widely about the three access level®atahe
CentreqOpen Data, Safeguarded Data and ControDedd and how security measures differ for each type
of data.

5.2.2 Demonstrate how individuals benefibm the use of private sector data for social research
Althoughthrough the dialogué¢here was ggrowingawareness that most data are anonymised before they
reach theData Centressome participantsaid theywould like to understand how they as individsia

benefit from the research conducted at tiizata CentresThey wanted to see how using their data can
benefit social science and therefore public policy. This quotation typifies the views of many,

Show the greater good of using my d&tthe benefits oiny data for the greater good.London

5.2.3 Share research objectives and outcomes
All participants agreed that it is essential that thata Centreshare research objectives and outcomes,

One opportunity for th®ata Centress to tell the public what resrch is happening and what they are
doing with it.¢ Colchester

| 2df R &82dz y2i 6KSyNBRILONISK 3 20y3Ade0 (1SS Gk S 6K G ¢

5.2.4 Instigate wo-way communication when using personal data

In Glasgow one of the small groups discussed that it would be useful if there wasaatnweapmmunication
process between th®ata Centreand the public whose data are used in social research. The group said
that the Data Centreshould communicate the mailts of research projects and how it benefits society and
well as individuals,

Wdza i &2 @2dz 1y26 6KIGQa 0688y dqohsghw 2y &2dz0 | 2dz KI &

Ongoing communication between us and fata Centreg s SQR f A1 S (2 (1SSt} +y SeS
London

This was a common feeling across the locations. Several participants indicated that they would appreciate
feedback on how the use of their data benefits soci#then challenged to consider a future scenario of a
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Data Centre using personal health data to contribute to a more sustainable Isesitice(Technical
Appendixp. 100, aparticipant in Glasgow said,

LOR 6S NBFffe gAffAy3a G2 aAiAdy dzJ FDINIvkEheDatda yf & AT
Centresp X 8 (iseamething®&ck to mef you see the impact that it has not only on your life dnithe

life of the NH%s well and thetthey are going to change their servica& I 1 Qa §( KS NS G§SNJ 32
Glasgow

If personal data are used for social resegpalticipants in Glasgoexpressed the wish to be able to
engage on a ont-one basis with th®ata Centres

I was thinking you could ask the Dd&lantre information if you wanted to, you could ask questiand you
could get information back from themGlasgow

5.2.5 Educate children and parents

Across thehree locatiors participantssaid that improved engagement with the public about big data and
the work of theData Centrestarts with reaching out tprimaryand secondargchool childrerand their
parents. As one participai London said,

LQ@S 06SSy GKAY{lAy3a I 20 arayoOS GKBAUGK A
y2i S@Sy 6SANR (2 (GKSY +d Fftftd ¢KS&QNB
There should be a lot of education on data and going into schools and &inrfidon

WS akyaiA2ye I
I32Ay3 G2 3

Someparticipantsshared stories of thei® K A f ReatiBng &mut personal data and online platforms
requiring data. They flagged up that parents need to learn about data as well,

LG Aa LINIL 2F ¢KIG GKSe@ R2 Ay ao0OK22f o OXB6¢KS& | NB
and sharing their informatioand social media. He knows more about privacy settings on Facebook than |
R2® wX6 2Keé OFyQi (GKSe-CBéhesterr YSOUKAY I FT2NJ 6KS LI NBYy

Although some said that information will cascade from children to parents,

This puts a huge demand on resourceX 8 >f(i & &4 LRt A OS OFly FAYR | gl & 27F
Data Centrelscan. Go into schools and start talking to pupils because that will then disseminate to the
LI NByia ¢6K2 gAftf 3ISG I {Colchasteli SNBAGSR Ay gKIFGQa 3I2A

In Glagow some felt that it should be compulsory for schools to teach children about data,

If we had legislation to say that (the role of data in society] was introduced to the school programme then
more people would come to know about it just as we have becoare conscious of jover]the last
cowle of sessiong Glasgow

5.2.6 Use awile range of channels to deliver the message
A quickfire brainstorm at the final session leth Colchestelto a listof potential channels for the delivery
of Data Centre messageanging fromrap songs for young people

Rap songs tend to help with things. They tend to do it for everything else so perhagstivork for the
Data Centrefs - Colchester;

to a newsletterfor the general public

Maybe people could subscribedmewsletter from the Data Centre where you can get information from

GKSY Ay (GSN¥Ya 2F ¢gKIFIG GKS@QNB R2Ay3ad ¢KS& O2dzZ R S
period.- Colchester;

Others felt it would be useful to havene portalfor everything to do with data,

A simple and easy website, something Vikew.data.com - Colchester
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or one website for the thre®ata Centres

What about a website for thBata Centres$o put the information on. Advertise the website on social media
a2 LIS2 L)X S .¢QdEhgsteri a O NBR

The website should comprise an overview of past and current research projects.

One participant suggested that tligata Centrestartthe informationgiving processlose to home, for
example with an open dagbout the work of the Business and Local Government Research Centre at
Wivenhoe House at the University of Essex,

I wonder how many university students are actually familiar with what is going on at the Data Centre that is
actually operating in the place they are studying-&olchester

Participantsvelcomedthe ESRC videgshown in the first round of dialogues a resourcabout big data.
Suggestions were made to use this video as part of a wider media campaign,

L 1y26 AGQR 0S5 1ljdAGS SELISYyardSs -sedoind advertisEnertto gai K I (i
on the television, to just very briefiplain what they are and what they daColchester

5.2.7 Use of accessible language

Throughout the dialogue reference was made to the importance of using plain, jfre@English to
engage people with big data and the work of thata Centredn all locatbns dialogue partipants
acknowledgedhat they hardly ever rea@erms and conditionsr Privacy Statements when provididgta
One of the groups in Colchester said in the final plenary setisahey are fully aware thahey have the
option to readthem but that the language is too complicated. They said,

It needs to be made easier. There needs to be a help serGaichester

And someone else said,

They could make it much simpler and have it in plain English. Most of it is not trying to hetpgbaf it is
just about trying to cover their backsides. If it was made simpler it would work better.

Colchester

A participant in London illustrated the need for simplicity with an anecdote,

There was a thing in Denmark recenthey made thispp andpart of thetermsand conditions verethat
you promised to give them your children and everyone just signed away their childloerdon

Others h Londoncommented on the lengtlf the agreementdocuments and the issue of burying
importantissuesn small print

There is an issue with the lengthtefms and conditiors & 2 dzZQNX y 2 (i 3Jbhofiddn G2 NBI R
| think the small print should be turned into big pript.ondon

One of the groups in Colchester discussed how a lack of unifornigynms and conditionsauses
confusion, for example about giving consent to data sharing,

I f20 27 GdzZF ¥ wX8

i i a Ad Ay (GKS avYl tSa LNy (R 2R
GAO1 AG 6KSy @2dz aKz2dZ R R2 A

Colchester R2y Qi 6l yi G2 &
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6. Conclusion

The dialogue demonstrated that there is wide public support for the use andeef private sector data

for social research. Participants said that the benefitgsifg private sector data outweigh the ridks this
specific purposeThe public was cér thatdrawing from information on safeguards and processes in place,
they could put theirtrust in the Data Centresnore thanthey couldin the regulated and or commercial
organisationsAs participants in Colchester said,

Most of the problems and things people are worried abali R2y Qi O2YS BaeR Y LJ | OS a
Centresthey come from therivate sector and | think thBata Centre®iave got it right with all their
al ¥S3dzZ- NRasx GKSe-Coeléhesteni YI 1S Yraaidl(Sao

| think thatData Centreshadzf R 6S GKS [ dzGK2NAG& FAIAdINE AGKAY (K¢

GKS RFGF FYR OKSO1l Al 20SNE S@OSy AT A0Qa O2y GNP f
GKSYaSt @Sa FyR OKSO1 G(KIFG AQQAEK 0B yilR SoInSa | WLALINPgrIN:
F2NJLINPFAOD a2 GKS@QNB y20 Tpldhgsier 12 0SS O2YLISGAY3 &

The principal ancernsabout the private sectostem fromthe sheer volume of data collected with and
without consent from individualandthe profits being made from linking data and selling data sets. As a
consequence the public expect that tbata Centresvill havevery strict processes in place to check the
guality and accuracy of data acquired fra@mmercial organisations

The elements othe information governanc@rocesses at th®ata Centreshat participants in the dilogue
found particularlyreassuring include thproject approval process; the generally high level access
procedures for researchers; the fact that thene @enalties in place for social researchesdso misuse

data; and that researchers are using data public benefit Our findings have shown that the latter point is
the overriding factor in providing reassurance to participants on the use anseeofprivate sector data
for social research.

However, if theData Centresim to increase levelofpublic trust through excellent Plain English
communicationsit is important hat concernsaround data security and the privacy of individuele
addressed. As the dialogue progressed it became clear that access to information about the Data Centre
processes alleviateshanyof the concerns people had initially. An increased appreciation of the benefits of
social research meant that a traddf took place between concerns and perceived risks of the use of
private sector data in favour of research that leads to improvemengaibilic policy and services.

It is therefore clear thatommunicationand educatiorabout the processes by which tiata @ntres
acquire, store, ownaccess private sector datand allow access to the data thegg is vitally important

in establisling credibilitywith the publicfor the newly established Data Centrds will beimportant for

the Data Centre$o demonstrde, where relevanincluding casetudies,how the use of private sector data
in social research can lead to policy or service improvements.

In designing, facilitating and reporting on the dialogue HVM has found that the public find the issue of the
use and reuse of private sector data for sociglsearchcomplex but not impenetrable. Alear
communications and public engagement framewfmkworkingwith the publicwould be extremely

valuable in addressing concerfarticipantsonce introduced to the concept demonstrated a clear interest
in the subject of data use and+ese andas a resultvished to find out more about how itontributes b

public benefit.Acommunications and public engagement frameweastuld nurture this interest and

provide clear and accessible information on Data Centre processes.

It couldinclude:

i Clarity that by default data would be used where no disclosure riskpgaed and that, where
avoidable, personal data would not be used, in isolatiowia linkage with other data

i The safeguarding steps taken when the research necessitates the use afigdess sensitive personal
data
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i1 Information on data ownership, anea which raised many questisfior participants
1 Confirmation inCentre communication that when data are fully anonymisede-identified, they ae
not (necessarily) personal

The dialogue findings clearly demonstrate thia¢ moreinformation peopleare given about &ta Centre
processes and the benefits of using private sector fiatsocial researctthe morelikely it is that the
public will support and be very much interested in their work.
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